
 
 
    ISSN (Print)  : 2320 – 3765 
    ISSN (Online): 2278 – 8875 

International Journal of Advanced Research in  Electrical, 
Electronics and Instrumentation Engineering 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Website: www.ijareeie.com 

Vol. 8, Issue 2, February2019 
 

Copyright to IJAREEIE                                                           DOI:10.15662/IJAREEIE.2019.0803019                                           653  

Efficient Video Steganography Using 
Scrambled Encryption to Transfer Secret 
Keys between the Embedded Applications 

 
M.Jayashree1, M.Sowmiya2, R.Smirthi3  

Assistant Professor, Dept. of ECE, Panimalar Institute of Technology, Chennai, Tamil nadu, India1 

UG Scholar, Dept. of ECE, Panimalar Institute of Technology, Chennai, Tamil nadu, India2 

UG Scholar, Dept. of ECE, Panimalar Institute of Technology, Chennai, Tamil nadu, India3 

 
ABSTRACT: Steganography is used to covert or secret communication. A graph wavelet transform based 
steganography using graph signal processing(GSP) is presented, which results in better visual quality stego image as 
well as extracted secret image. In the proposed scheme, graph wavelet transforms of both the cover image and 
transformed secret image (using Arnold cat map) are taken followed by alpha bending operation. The GSP Based 
inverse wavelet transform is performed on the resulting image, to get the stego image. Here, the use of GSP increases 
the inter-pixel correlation that results in better visual quality stego and extracted secret image. Simulation results show 
that the proposed scheme is more robust than other existing steganography techniques. 
 

I.INTRODUCTION 
 

With the development of the technology, people have tend to figure out methods which are not only capable in hiding a 
message,but also capable of hiding the existence of a message. Steganography was introduced as a result of such 
research work. 
 

II. LITERATURE SURVEY 
 

Eliminating cover image requirement in discrete wavelet transform based digital image steganography by 
Sehgal,P.,Sharma,V.K.The process is that the absolute invisibility of the large size secret image. Secure binary image 
steganography based on minimizing the distortion of the texture by Feng,B.,Lu,W.,Sun . This scheme generates the 
cover vector by dividing the scrambled image into superpixels. Improvisation of security in image steganography using 
DWT,huffman encoding and RC4 based LSB embedding by Mahajan,P.,Gupta,H. A robust steganographic is achieved 
by using this multi-tier architecture that enhances the security and capacity of the system while restoring the quality. 
 

III.PROPOSED SYSTEM 

We have provided security for information like text/images using the concept of video steganography, cryptography, 
randomization and parallelization.A secret information to be hidden is encrypted using a key and a frame is selected 
randomly to avoid repetition. Data is embedded in randomly selected frame. The entire process of Encryption or 
Decryption and Embedding or Extraction is parallelized.Controller unit is used to generate key to share between the 
system through video stegnography 

IV.OBJECTIVE OF THE PROJECT 

To enable a model methodology enabling steganography in videos and images using secret keys . 

A.FLOW CHART 

A flowchart is a graphical representation of a process. Each step in the process is represented by a different symbol and 
contains a short description of the process step. The flow chart symbols are linked together with arrows showing the 
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process flow direction.  

 

V.HARDWARE REQUIRED 
 

MICROCONTROLLER 16F877A:  

           The 16F877A CMOS FLASH based 8 bit microcontroller is upward compatible with the 
PIC165CX,PIC12CXXX and PIC16C7 devices. It features 200 space ns instruction execution,256 bytes of EEPROM 
data memory, self – programming, an ICD,2 Comparators, 8 channels of 10 bit analog to digital converter, 2 
capture/compare/POM functions, a synchronous serial port that can be configured, self-reprogrammable under software 
control. 

VI.SOFTWARE REQUIRED 
 

MATLAB: 
Matlab is a multi-paradigm numerical computing environment and proprietary programming language developed by 
math works. MATLAB allows matrix multiplication, plotting of functions and data, implementation of algorithms, 
creation of user interfaces and interfacing with programs written in other languages including C.C++,Java,Fortan and 
Python. 
 
IMPLEMENTATION: 
The Microcontroller is used to generate a key to avoid repetition and the serial port interfacing is done using the 
MATLAB software. The key which is generated ideally is acquisted and the video is kept ready. The video is divided 
into frames or segments in which the generated key is kept hidden. The video is encrypted using scrambled encryption 
and it is sent to the receiver. On the receiver side,the video is decrypted using scrambled decryption and the video is 
extracted with the secret keys. 
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VII. OUTCOME RESULTS 
 

The video is finally decrypted using secret keys and the hidden data is found which is highly secure using 
steganography. 
 

 
 

 
 
 
 

http://www.ijareeie.com


 
 
    ISSN (Print)  : 2320 – 3765 
    ISSN (Online): 2278 – 8875 

International Journal of Advanced Research in  Electrical, 
Electronics and Instrumentation Engineering 

(A High Impact Factor, Monthly, Peer Reviewed Journal) 

Website: www.ijareeie.com 

Vol. 8, Issue 2, February2019 
 

Copyright to IJAREEIE                                                           DOI:10.15662/IJAREEIE.2019.0803019                                           656  

VIII. CONCLUSION 
 

A comparison between common video steganographic methods in digital video is provided with a highlight of strength 
and weakness in conclusion. The video steganography can be explored in effective selection of cover media, to identify 
methods for embedding secret message with high imperceptibility, high embedding capacity,high embedding efficiency 
with optimum data hidding locations and so on.Further,video encryption techniques can also be improvised. 
 

REFERENCES 
 
1.Feng, B., Lu, W., Sun, W.: ‘Secure binary image steganography based on minimizing the distortion on the texture’, IEEE Trans. Inf. Forensics 
Secur., 2015, 10, (2), pp. 243–255  
2.Mahajan, P., Gupta, H.: ‘Improvisation of security in image steganography using DWT, huffman encoding & RC4 based LSB embedding’. IEEE 
Int.Conf. Computing for Sustainable Global Development (INDIACom), 
3.Sehgal, P., Sharma, V.K.: ‘Eliminating cover image requirement in discrete wavelet transform based digital image steganography’, Int. J. Comput. 
Appl., 2013, 68, (3), pp. 37–42  
4.Morkel, T., Eloff, J.H.P., Olivier, M.S.: ‘An overview of image steganography’. Proc. Fifth Annual Information Security South Africa Conf., June 
2015 
5.Kumar, V., Kumar, D.: ‘Performance evaluation of DWT based image steganography’. IEEE 2nd Int. Advance Computing Conf., February 2010, 
pp.223–228 
6. Pallavi Das, Satish Chandra Kushwaha, Madhuparna Chakraborty, "Data hiding using randomization and multiple encrypted secret 
images", Communications and Signal Processing (ICCSP) 2015 International Conference on, pp. 0298-0302, 2015. 
7.Delina Beh Mei Yin, Mardiana Mahari, Nurul Sharaz Azmanuddin, Shariman Omar, "Silent secrecy: A hybrid steganographic scheme to conceal 
information", Information and Communication Technology (ICICTM) International Conference on, pp. 256-259, 2016. 
8. W. Bender, D. Gruhl, N. Morimoto, and A. Lu, "Techniques for data hiding", IBM Systems Journal, Vol 35, No. 3-4, pp 313-316. 
9. Arshdeep Kaur, Jyoti Rani, "Grid cluster density based approach for image steganography", India Conference (INDICON) 2015 Annual IEEE, pp. 
1-6, 2015. 
10. N Sathisha, K Suresh Babu, K B Raja, K R Venugopal, "Mantissa replacement steganography using LWT", Signal Processing Communication 
and Networking (ICSCN) 2015 3rd International Conference on, pp. 1-7, 2015. 
11.Giridhar Maji, Sharmistha Mandal, Soumya Sen, Narayan C. Debnath, "Dual image based LSB steganography", Recent Advances in Signal 
Processing Telecommunications & Computing (SigTelCom) 2018 2nd International Conference on, pp. 61-66, 2018. 
12. J. Mary Jenifer, S. Raja Ratna, J.B. Shajilin Loret, D. Merlin Gethsy, "A Survey on Different Video Steganography Techniques", Trends in 
Electronics and Informatics (ICOEI) 2018 2nd International Conference on, pp. 627-632, 2018. 
 
 

http://www.ijareeie.com

